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RifE 1 (Questionl)

RFC 5280 i, AB#EA (Public Key Infrastructure, PKI) 1233 < 7 V& VAERE T X URERA
2 Y 2 b (Certificate Revocation List, CRL) O#-Lé 2 EZEL TEBY. ZhbixEse
A EERPETHII B W TEEREEE -4, PKL BT 5T PZAMHEORITE X OF OEENE
MERRICBEL T, LLTOMWcE 2 &,

(1) UFToRdRE, FUZNEREORITFIEOMETSH D, ZHO~GICY TixEsRbLED R
SEh) A IR X,

TUF 4T 4 Ak, £ C)]tﬂ%ﬁ@AT%Embl @ lxEELC [ @ )
EETA, [ @ lirAoEREzREL. [ @ ] 2%TL. BALTARKATS, £
D%, AL & 1 27474 BIZRERLT, BEOFICLRERLEHIRLT T
2%,

(2) PKLICHBWT., 2EER (Certificate Authority, CA) 23EHE (FET 7 EARERAY) ahk
e, WMBEREITAEL A BA X2 Y T%J_G)’é’@z% 2 DT, ENTFIUIDOWTE
DEEL Y 7 BHRAT L,

B, TITWS MRE) LiE, BEEMSEIEROESOHRE R EICITH T 2 REZET,

RFC-5280 defines the format and validation procedures for a digital certificate and a Certificate
Revocation List (CRL) based on the Public Key Infrastructure (PKID). These components play an
essential role in secure communication and key exchange. Answer the following gquestions
regarding the issuance and trust management of a digital certificate in PKI. '

(1) The following description outlines the procedure for issuing a digital certificate. Fill in
blanks (D) to (5) with the most appropriate terms.

An entity A first creates [ (@ ] and a public key, then generates [ (@ ] and submits
ittol @ 1. [ @ 1 verifies information of A, issues[ (®) ], and returns it to A with
a ‘signature. Later, A presents [ (5) ] to an entity B to convey its identity and key
information in a trustworthy manner.

(2) In PKI, if the Certificate Authority (CA) is compromised (e.g., unauthorized access or abuse
of authority), show two serious security threats that an attacker could exploit, and explain
the impact and associated risk of each threat.

Note that "compromised" here refers to a situation in which the attacker can illegally
exercise the legitimate authority of the CA.
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i 2 (Question2)

LT, Avt—U0Rems I OREAHET 27200y 2 Bk HMAC (Keyed-Hash
Message Authentication Code) DRI OV T, RFC 2104 OFERIZESNTE LD LD TH D,
LUFORWICE 2 X,

(1)

(2)

LITFOXEDOZEMO~@OIC Y T E 5 by eiEaE b L,

HEEZITEERK LA vE—UMEHE-TI QO 12ERTI,0EE BEFEN] @ 1
BgERAWD, Zokrc4Emasnz @O 13 Ayve—TE L bIlBRETTREEIND,

ZEHFIRCI G 1l @ )1 2AVWTHEHEZTW. ZELE [ @© ] ¢—FHTh
F A v - UBEREASR TN EEHRTE S, ZOoHEAE. Ny VB0l ® 1
sl ® ] EicESwTWA,

R y—UREa—F (MAC) ¥AVERS ARIMOMMAZIC OV THREE L, HBITE, U
TFORHREMHZIEE 2 /e EC. 2 TH S AR T & 5 0h % EHTREE L BORE O #IK OBLK
BAHHC L, MEE00FRELXARETEIL,

[ getr]

o EEK LICBEEREAL, AvE— VR ERCREALTEDLRET S

o WEEIHEBRKZMLBEVLOLTS

The following description outlines mechanisms of hash functions and HMAC (Keyed-Hash
Message Authentication Code) to ensure message integrity and authentication, based on RFC
2104. Answer the following questions.

(1)

(2)

Fill in blanks (0) to (6) with the most appropriate terms.

The sender generates [ (1) ] using a shared key K and message M. At this point, a
cryptographic [ (@ ] function is used in this process. The [ (1) ] generated in this way
is sent to a receiver with the message. The receiver recomputes using the same [ (3) ]and

[ @ '], andifthe result matches the received [ (1) 1, it can confirm that the message
has not been tampered with. This mechanism is based on'the [ & Jand [ (® ]
resistance of the hash function.

Explain the mechanism of tamper detection using message authentication codes (MAC). In
your explanation, assume the following assumptions and include technical reasons and
attackers' constraints as to why tampering can be detected. Answer should be approximately
200 characters. ‘

[Assumptions]
® Assume that an attacker on the communication channel can arbitrarily intercept
messages.

@ Assume that the attacker does not know the shared secret key K.
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B8 T % 23 HEBRE (Trusted Execution Environment, TEE) (2B L T, £ £41 200 XTRET
ROBIZEZ &,

(1) TEE 2F|ET2Hm% 2 2%, ThThORNEZHAT L,
(2) TEE @RA% 2 5%, FRENLONELZHEBYE L,
(3) TEEWHIFTAVE—r7FRAF— 3 (Remote Attestation) (22D THEEICTHHE X,

(4) 757 Rp—CARREOEGHARFELTY 4% 1 0%, TEE LV E—  NTTFRF— 3.y
NED LS ITHRET AW L,

(6) EFE @) DI FIACBTEZEX2Y T4 LORRE Y AT % 15T T THHE L,

Answer the following questions regarding the Trusted Execution Environment (TEE). Each
answer should be approximately 200 characters.

(1) Show two advantages of using TEE, and explain them.
(2) Show two limitations of TEE, and explain them.
(3) Explain Remote Attestation in TEE briefly.

(4) Show one specific use case (e.g., cloud service), and explain how TEE and Remote
Attestation work.

(5) Explain one security advantage and one risk in the above scenario (4).
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ID ~—RBF 5 (Identity-Based Encryption, IBE) (2B L C, Z#F# 200 X TREE TR OB I
% 2 i [+]

(1) IBE L ABR@EEE PKI) O7—%7 7 F v LOEELEVEMRICHRAY X,
(2) IBE 23 58 EHZE (key escrow problem) &2 A &,

(3) IBE (2B 2RFEXMEICH LT 720 0HWNT o —Fo—fl&2%F, £OBEAZER
IR &,

Answer the following questions regarding Identity-Based Encryption (IBE). Each answer should
be approximately 200 characters.

(1) Explain the main architectural difference between IBE and Public Key Infrastructure (PKD)
briefly.

(2) Explain the key escrow problem in IBE.

(3) Show one technical approach to address the key escrow problem in IBE, and explain its
limitations briefly.
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(1) =>F 474 Az, 27 [(ORER] L ABEOT EERL, KD&%%%%%*]%@WLT
[@FR] i T5, [(@FBAB] XA OFERERIEL, [OF VHAGERE] 2RITL, &
£ LT AWREATS, #0%. AlX (OF VANERE] 4207454 BCERRALT, HEOD
BT L ER L (EE IR TR D, ’

(2) B l: ADIAEDRIT
(8] ZRENMRES N CA OBBEREZAVT, FED FAL YAREAN - MBOL B THD
FIOLNGAEERITTE B,

[UR7] CoBIEEEICLY, KBRFFEROY =7 H A MRV TEL, THERESCT (v
U TRBERFETTED

B2 TEHEERS Y X MOFTUSNTHBEOREHER S 2 b a0k

g EE A EEAES S Y 2~ (CRL) *° OCSP (Online Certificate Status Protocol) LA
Ry ALBETDHZ LT, KEHOTRAZEENCRENTH LN TED,

[VA7] a—F—SHEAELEHELET 5 2L T, EYPfIcb ) SEFRSRRLEZY . R
E7 7€ ABAEL T 5,

R 1 HEEER

(1) PKI EARFIEOEFERFE LR T IO
(2) PKI DEFETT IR A~ K‘*EE’C&;ZDME}%@{ ENF YT 2RI EZAREDE
REMHRTEIDH

MR fEs

(1) EEHL, HHRK & A v b— O MEHE-T (DA vE—VRIEa— K] 24T 5, 0L E,
WEEH (@D yval BEEAVE, 2oL 3cEmRan (DA v e—URfE2— K] i3, A
vE—UL L LIRESICRESND, ZEEIAL (QEER K] & (DA vyE—M] 2/
WTHERE 2TV, ZELE (DA vyEe—YRiEa—F (MAC)] &—EThiE., A ve—Uhk
SALINTOANZ LERRTES, TOMMEME, Ay 2o (O] & [EEzE]
Tt o S TN B,

(2) A yE—URIA=—F (MAC) KX AUSAMBIIT, LEE K OREEIKET 5, BEER
HHEGEK & A vEe—Y M ZRFEHA Y &2 BN L MAC 24T 5, 20 MAC i, A
oV L RIEFRE LTRESNS, BERLTA yE—UBKEAENTH, WEE
IXELWHEE K 2520 mn, 47 MAC 24/ TE 2y, 2EEIL. ZELEAyE—Y
L EEOHEAEK TMAC ZEHE L, B8 LA MAC » i 5, —HLATE, &SAEH
EITRINTE B,

fiTRE 2 HREEIX]

(1) HMAC OBWERBE OB HRT D5
(2) MAC 0= LMEDOAE & Hilrsl) E’CRFEEH'C% 5Z <‘: % HERE @‘57‘_

fRE 3 AR
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(1)

(2)

(3)

(4)

(5)

1 SEOFIIT, 0S R /S FREWETERL Th, BHESHERETRAIAETE S
HTH5, KEXNEREHERLIVE L TH, TEE NOREBRITIZT 7 A TERN, 22081,
RE 40T I — 2 72 E 0K T — ¥ % TEE W CEAICAR - 7 - BHTE, koY 7k
Tz T N—AORFEL Y BEOHREAMEERTESETH D,

12BQRAE, ~— Y =7 ORBEICEET 28 THY ., TEE BEESNZ CPU AT BH
B34, TEE 2B0RERILTE ) X2 855, 2 S5BIE. ¥4 FFv JLEE~OWBEHETHY |
EITHRESENWE 7 P OB b REEERSIRRT 5 iR S 5, o, TEE 28t 51—
K7 =7 ®15TH5 Intel SGX 122 E TICHEEDO Y A RF ¥ FNVKEBBES N TN S,
VE—hTFAF— 3 bid, TEE ETEIFEND = — FORESMERLEEMIE . SHBORIEAE S
MR TEAMEATHS, TEE X, EF SR 70/ T 00 v V2 EEFE L, FHUIKHT L2
AAEDFHELERT D, ThEBERFRICERETS LT ZEMXEETE 52— KA TEE
FTEMELTWAZ L 2B TE, R TELIHIARPLTE D,

EREREN 7 T U F ECEAMEE S AR T L, TEE 2 AV TT — 4 DEF - Hife BRICE
x5, AV E— P TATF—a 428V, 759 FY—EAFEEEO TEE N CETE
B Da— FRFATENTWD I L FHERTE D, ZhCEY, 757 FEEERT—FIT7 /7 &
ATERUVIREET, BB ERITITA D,

FlEIL, 750 FEZEER OSON—FU =7 LAV TEETERS T, TERICL WV EEF—#
DOEFENE L FITOESM A RRTEBETHD, VAL L LTUL, TEE ILRTFET 5720, £/ —

‘N =7 TEE WCEIfET 27 17 7 ACRMOEHIMER & - /ohe, MR ZWET o7

— B BERF I ER SN AR 5B, RHCEHIACLS I RAZICHEENBETHD, -

fifE 3 HAEEER

(2)

(3)

(4)

(5)

TEE 23 A HAN e X2 U 7 Hke (DB, 7— 7 R#. =— FRIRE) OV TOILHE
REfRE . ERNRERAPLOORAEZTLBRTE D 0EMRBT D720,

TEE ORARCY 27 (Mf3tEikE, MeERle L) 2EEL TRy, BETTICREATE LTV
ARV H D EWERT B0,

TEE & 8 CEERMETH B Y E— NTFATF—L a0V T, a4 & B % BRI IERIZ
BEATE A2 MERT 5120,

TEE L UE— 7T AT—a VARV BNRD BEMAREE T U A2 B LE A ENENORE
I OWTHATE 20 &R T 570,
BERLIVFTYFICBNT, Fa )7 LA L ) A7 ZFHROBANEHRT D120,

FEIRE 4 2
(1) ID ~—RKf% (IBE) Tix, MHBOEHIF (Bl A—AT FLR) BENABHEEE L THE

(2)

(3)

BEEIIEESNERBERE ¥ — (KGO) IK Lo TERESR S 720, SFHEDEANBRETH 5,
— )i, ABEBEE (PKD <3, £FAENAREEMEREER L, IR (CA) NAREOE
W A SERR AR A RITT ALENRH D, THIC LD, EAEOBHORIENLE &2 50,
KGC O & 5 72 P sB sl el 2 LB & L7e, |

IBE Cik, T+ _RCOWEGEN KGC Lo TEHKEND, Z07d, KGC BEBED=Z—HF—0DH,
ERPEARTETHD | BERASEEET 2N EE S, 0L 5I1C KGC (T@EDEIRR Y
TE LAERMICTEEE 2> T LE S MES ETEEME LIRS, =V —ZHS 0L TR
BHETERWVWEWI AT, R0 PRI &9 EEEIZEERH B,

STRSERIE~ ORI & LT, WA KGC (BOMARMSEIC L AMEBEONEER) HIRES
NTW5, SHEN—HMORMEREER L, BRI —F—BIPHERT 2, JOFEICL
0 H—EE~OERERER T 52, SEMORY - GEEROBE. BETORKY 272 LE
AL OBRER S B,

IR 4 R




(1) IBE & PKI O#EHIREWEREMR L TV EDEHERT 279D,
(2) IBE ORAMREETHIRIEEHELE LS HATE 2N LHRTH D,
(3) BREMAKIE L FOBRRY EEMICIE L TV AMNEERT S0,

Questionl Sample Answer

Request (CSR)] and submits it to[(3)Certification Authority (CA)]. [(3)Certification Authority
(CA)] verifies information of A, issues [(@)Digital Certificate] , and returns it to A with a
signature. Later, A presents[(5)Digital Certificate] to an entity B to convey its identity and key
information in a trustworthy manner.

(2) Threatl: Issuance of fake certificates:
[Impact] Attackers can use the compromised CA's private key to issue fraudulent digital
certificates for any domain or entity.

[Risk] This enables attackers to impersonate legitimate websites and conduct
Man-in-the-Middle (MITM) or phishing attacks.

Threat2: Falsification of Certificate Revocation Lists or Digital Certificate Status Protocols:
[Impact] Attackers can forge Certificate Revocation Lists (CRLs) or OCSP (Online Certificate
Status Protocol) responses to make revoked certificates appear valid.

. [Risk] Users may continue to trust fake certificates, leading to prolonged data breaches or

unauthorized access.

Questionl Purpose of the Question S
(1) To evaluate accurate understanding of the fundamental procedures of PKI.
(2) To evaluate understanding of how the compromise of the Certificate Authority (CA), as a single

point of failure in the PKI trust model, affects the overall security.

Question2 Sample Answer

(1) The sender generates [(DMessage Authentication Code (MAC)] using a shared key K and
message M. At this point, a cryptographic [(@Hash] function is used in this process. The
[(D)Message Authentication Code (MAC)] generated in this way is sent to a receiver with the
message. The receiver recomputes using the same [3)Shared Key K] and [(#9)Message M] , and
if the result matches the received [(1)Message Authentication Code (MAC)], it can confirm that
the message has not been tampered with. This mechanism is based on the [(3)One-wayness]
and [(&)Collision] resistance of the hash function.

(2) Tamper detection using Message Authentication Code (MAC) depends on the secrecy of the
shared key K. The sender inputs the shared key K and message M into a cryptographic hash
function to generate a MAC. This MAC is sent as integrity and authentication information for
the message. Even if the message is tampered with on the communication channel, the attacker
cannot generate a valid MAC because they do not know the correct shared key K. The receiver
recalculates the MAC using the received message and their own shared key K, and compares it
with the received MAC. If they do not match, tampering can be reliably detected.

méuestionZ Purpose of the Question

(1) To evaluate understanding of how HMAC works.

(2) Toevaluate ability to explain the essence of MAC security from a technical pefspective.

Question3 Sample Answer
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(2)

(3

(4)

(5)

The first advantage is that data can be securely processed in an isolated environment, even if

the OS or hypervisor cannot be trusted. Even if an attacker gains administrator privileges, they
cannot access the secret information within the TEE. The second advantage is that confidential
data such as encryption keys and authentication tokens can be safely generated, stored, and-
used within the TEE, providing stronger tamper resistance compared to conventional
software-based protections.

The first limitation is that TEE security depends on hardware, meaning that if the CPU
implementing the TEE has a vulnerability or bug, the entire TEE may become compromised.
The second limitation is its susceptibility to side-channel attacks, where attackers may extract
secret information by observing factors such as execution time or power consumption. In
particular, side-channel attacks have been reported against Intel SGX, one of the hardware of
TEE, in the past.

Remote Attestation is a mechanism that allows an external verifier to confirm the integrity and
trustworthiness of code running inside a TEE. The TEE calculates a hash value of the program
being executed and generates a certificate signed with a secure key. By sending this certificate
to the communicating party, the receiver can verify that the expected trustworthy code is
running within the TEE, thereby preventing impersonation and tampering.

When a healthcare organization processes personal health records (PHR) in the cloud, TEE can
be used to securely perform data decryption and analysis. Through Remote Attestation, the
user can verify that the expected code is running within the cloud service provider's TEE. This
ensures that the analysis can be conducted safely, while the cloud provider remains unable to
access the data.

The advantage is that even if the cloud service provider is not trustworthy at the OS or
hardware level, the TEE ensures both the confidentiality of medical data and the integrity of its
execution. However, a potential risk lies in the dependency on TEE. If there are unknown
vulnerabilities in the underlying hardware or in the program running within the TEE, data
that should not be leaked to the outside may be stolen by attackers. It is also necessary to be

aware of risks due to design and update errors.

- Question3 Purpose of the Question

Y]

(2)

(3)

(4)

(5)

To evaluate accurate understanding of the ‘basic security functions provided by TEE
(separation, data protection, code verification, etc.) and ability to expléin their practical
advantages.

To evaluate understanding of the limitations and risks of TEE (vulnerability dependence,
functional constraints, etc.) and the sense of balance to design without overconfidence.

To evaluate ability to explain the mechanism and purpose of Remote Attestation, which is an
important function alongside TEE.,

To evaluate ability to design specific implementation scenarios with TEE and Remote
Attestation and to explain their respective roles and how they work together.

To evaluate ability to assess both the security enhancements and risk within the proposed

scenario.
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(1) InIdentity-Based Encryption (IBE), a user's identifier (e.g., email address) functions directly as
the public key, and the corresponding private key is generated by a trusted authority called the
Key Generation Center (KGC). This eliminates the need to distribute digital certificates. In
contrast, in a Public Key Infrastructure (PKI), users generate their own key pairs, and a
Certificate Authority (CA) issues certificates to validate the authenticity of public keys. While
this approach does not require a centralized key issuer like a KGC, it involves complex
certificate management and validation processes.

(2) In IBE, all private keys are generated by the KGC, which means the KGC can regenerate any
user's private key. This gives the KGC the theoretical ability to decrypt communications or
impersonate users. This issue is known as the “key escrow problem.” Users cannot fully
manage their own keys, which poses a reliability problem compared to conventional PKI.

(3) A proposed solution to the key escrow problem is the use of distributed KGCs, where multiple
key authorities each generate partial keys, and the user combines them to obtain the final
private key. This approach reduces reliance on a single authority. However, it introduces
operational challenges, such as coordinating between authorities, ensuring mutual trust, and

handling key reconstruction failures in case of authority downtime or misbehavior.

- Question4 Purpose of the Question

(1) To evaluate understanding of the structural difference between IBE and PKI.
(2) To evaluate ability to explain the key escrow problem, a fundamental issue in IBE.
(3) To evaluate understanding of practical solutions and their limitations regarding IBE's key

escrow issue.

5/5



